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Section: A.  Organizational Infrastructure 
Aspect: A1. Governance & organizational 

viability 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
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   A1.1. Repository has a mission statement 
that reflects a commitment to the long-term 
retention of, management of, and access to 
digital information. 

A1.2. Repository has an appropriate, formal 
succession plan, contingency plans, and/or 
escrow arrangements in place in case the 
repository ceases to operate or the 
governing or funding institution 
substantially changes its scope. 

   



Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: A.  Organizational Infrastructure 
Aspect: A2. Organizational structure & 

staffing 

Interviewee(s)::  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

A2.1. Repository has identified and 
established the duties that it needs to 
perform and has appointed staff with 
adequate skills and experience to fulfill 
these duties. 

   

A2.2. Repository has the appropriate 
number of staff to support all functions and 
services. 

   

A2.3. Repository has an active professional 
development program in place that provides 
staff with skills and expertise development 
opportunities. 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: A.  Organizational Infrastructure 
Aspect: A3. Procedural accountability & 

policy framework 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

A3.1. Repository has defined its designated 
community(ies) and associated knowledge 
base(s) and has publicly accessible 
definitions and policies in place to dictate 
how its preservation service requirements 
will be met. 

   

A3.2. Repository has procedures and 
policies in place, and mechanisms for their 
review, update, and development as the 
repository grows and as technology and 
community practice evolve. 

   

A3.3. Repository maintains written policies 
that specify the nature of any legal 
permissions required to preserve digital 
content over time, and repository can 
demonstrate that these permissions have 
been acquired when needed.   

   

A3.4. Repository is committed to formal, 
periodic review and assessment to ensure 
responsiveness to technological 
developments and evolving requirements.   

   

A3.5. Repository has policies and 
procedures to ensure that feedback from 
producers and users is sought and addressed 
over time.   
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: A.  Organizational Infrastructure 
Aspect: A3. Procedural accountability & 

policy framework 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

A3.6. Repository has a documented history 
of the changes to its operations, procedures, 
software, and hardware that, where 
appropriate, is linked to relevant 
preservation strategies and describes 
potential effects on preserving digital 
content. 

   

A3.7. Repository commits to transparency 
and accountability in all actions supporting 
the operation and management of the 
repository, especially those that affect the 
preservation of digital content over time. 

   

A3.8 Repository commits to defining, 
collecting, tracking, and providing, on 
demand, its information integrity 
measurements.  

   

A3.9 Repository commits to a regular 
schedule of self-assessment and certification 
and, if certified, commits to notifying 
certifying bodies of operational changes that 
will change or nullify its certification status.  
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Organization:   Auditor:  Page  
Section: A.  Organizational Infrastructure 
Aspect: A4. Financial sustainability 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

 57 

   
 

A4.1. Repository has short- and long-term 
business planning processes in place to 
sustain the repository over time. 

A4.2. Repository has in place processes to 
review and adjust business plans at least 
annually.   

   

A4.3. Repository’s financial practices and 
procedures are transparent, compliant with 
relevant accounting standards and practices, 
and audited by third parties in accordance 
with territorial legal requirements.   

   

A4.4. Repository has ongoing commitment 
to analyze and report on risk, benefit, 
investment, and expenditure (including 
assets, licenses, and liabilities).   

   

A4.5. Repository commits to monitoring for 
and bridging gaps in funding. 

   



Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: A.  Organizational Infrastructure 
Aspect: A5. Contracts, Licenses and 

Liabilities 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
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A5.1 If repository manages, preserves, 
and/or provides access to digital materials 
on behalf of another organization, it has and 
maintains appropriate contracts or deposit 
agreements.   

A5.2 Repository contracts or deposit 
agreements must specify and transfer all 
necessary preservation rights, and those 
rights transferred must be documented. 

   

A5.3 Repository has specified all 
appropriate aspects of acquisition, 
maintenance, access, and withdrawal in 
written agreements with depositors and 
other relevant parties. 

   

A5.4 Repository tracks and manages 
intellectual property rights and restrictions 
on use of repository content as required by 
deposit agreement, contract, or license. 

   

A5.5 If repository ingests digital content 
with unclear ownership/rights, policies are 
in place to address liability and challenges 
to those rights. 

 

   



Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.1  Ingest: acquisition of content 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
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B1.1. Repository identifies properties it will 
preserve for digital objects.  

B1.2. Repository clearly specifies the 
information that needs to be associated with 
digital material at the time of its deposit 
(i.e., SIP). 

   

B1.3. Repository has mechanisms to 
authenticate the source of all materials. 

   

B1.4. Repository’s ingest process verifies 
each submitted object (i.e., SIP) for 
completeness and correctness as specified in 
B1.2. 

   

B1.5. Repository obtains sufficient physical 
control over the digital objects to preserve 
them (Ingest: content acquisition).  

   



Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.1  Ingest: acquisition of content 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B1.6. Repository provides 
producer/depositor with appropriate 
responses at predefined points during the 
ingest processes. 

   

B1.7. Repository can demonstrate when 
preservation responsibility is formally 
accepted for the contents of the submitted 
data objects (i.e., SIPs). 

   

B1.8. Repository has contemporaneous 
records of actions and administration 
processes that are relevant to preservation. 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.2  Ingest: creation of the 

archivable package 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B2.1. Repository has an identifiable, written 
definition for each AIP or class of 
information preserved by the repository. 

   

B2.2. Repository has a definition of each 
AIP (or class) that is adequate to fit long-
term preservation needs.

   

B2.3. Repository has a description of how 
AIPs are constructed from SIPs 

   

B2.4. Repository can demonstrate that all 
submitted objects (i.e., SIPs) are either 
accepted as whole or part of an eventual 
archival object (i.e., AIP), or otherwise 
disposed of in a recorded fashion.  

   

B2.5. Repository has and uses a naming 
convention that generates visible, persistent, 
unique identifiers for all archived objects 
(i.e., AIPs). 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.2  Ingest: creation of the 

archivable package 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B2.6. If unique identifiers are associated 
with SIPs before ingest, the repository 
preserves the identifiers in a way that 
maintains a persistent association with the 
resultant archived object (e.g., AIP).

   

B2.7. Repository demonstrates that it has 
access to necessary tools and resources to 
establish authoritative semantic or technical 
context of the digital objects it contains (i.e., 
access to appropriate international 
Representation Information and format 
registries). 

   

B2.8 Repository records/registers 
Representation Information (including 
formats) ingested.  

   

B2.9 Repository acquires preservation 
metadata (i.e., PDI) for its associated 
Content Information.  

   

B2.10 Repository has a documented process 
for testing understandability of the 
information content and bringing the 
information content up to the agreed level of 
understandability.  
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.2  Ingest: creation of the 

archivable package 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B2.11 Repository verifies each AIP for 
completeness and correctness at the point it 
is generated.  

   

B2.12 Repository provides an independent 
mechanism for audit of the integrity of the 
repository collection/content.

   

B2.13 Repository has contemporaneous 
records of actions and administration 
processes that are relevant to preservation 
(AIP creation).  
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.3   Preservation Planning 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B3.1. Repository has documented 
preservation strategies. 

   

B3.2. Repository has mechanisms in place 
for monitoring and notification when 
Representation Information (including 
formats) approaches obsolescence or is no 
longer viable. 

   

B3.3 Repository has mechanisms to change 
its preservation plans as a result of its 
monitoring activities.  

   

B3.4. Repository can provide evidence of 
the effectiveness of its preservation 
planning.  
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.4  Archival storage & 

preservation/ maintenance of AIPs

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B4.1. Repository employs documented 
preservation strategies. 

   

B4.2. Repository implements/responds to 
strategies for archival object (i.e., AIP) 
storage and migration. 

   

B4.3 Repository preserves the Content 
Information of archival objects (i.e., AIPs). 

   

B4.4 Repository actively monitors integrity 
of archival objects (i.e., AIPs). 

   

B4.5 Repository has contemporaneous 
records of actions and administration 
processes that are relevant to preservation 
(Archival Storage). 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.5 Information Management 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B5.1 Repository articulates minimum 
metadata requirements to enable the 
designated community to discover and 
identify material of interest. 

   

B5.2 Repository captures or creates 
minimum descriptive metadata and ensures 
that it is associated with the archived object 
(i.e., AIP).  

   

B5.3 Repository can demonstrate that 
referential integrity is created between all 
archived objects (i.e., AIPs) and associated 
descriptive information.  

   

B5.4 Repository can demonstrate that 
referential integrity is maintained between 
all archived objects (i.e., AIPs) and 
associated descriptive information.  
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.6 Access Management 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B6.1 Repository documents and 
communicates to its designated community 
what access and delivery options are 
available.  

   

B6.2 Repository has implemented a policy 
for recording all access actions (includes 
requests, orders etc.) that meet the 
requirements of the repository and 
information producers/depositors.  

   

B6.3 Repository ensures that agreements 
applicable to access conditions are adhered 
to.  

    

B6.4 Repository has documented and 
implemented access policies (authorization 
rules, authentication requirements) 
consistent with deposit agreements for 
stored objects.  

   

B6.5 Repository access management system 
fully implements access policy..  
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: B.  Digital Object Management 
Aspect: B.6 Access Management 

Interviewee(s):  Date  

Criterion Evidence (Documents) Examined Findings and Observations Result 
 

B6.6 Repository logs all access management 
failures, and staff review inappropriate 
“access denial” incidents.  

   

B6.7 Repository can demonstrate that the 
process that generates the requested digital 
object(s) (i.e., DIP) is completed in relation 
to the request. 

   

B6.8 Repository can demonstrate that the 
process that generates the requested digital 
object(s) (i.e., DIP) is correct in relation to 
the request. 

   

B6.9 Repository demonstrates that all access 
requests result in a response of acceptance or 
rejection. 

   

B6.10 Repository enables the dissemination 
of authentic copies of the original or objects 
traceable to originals. 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: C. Technologies, Technical 

Infrastructure & Security 
Date  

Aspect: C1.  System Infrastructure 

Interviewee(s):  

 
Criterion Evidence (Documents) Examined Findings and Observations Result 
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C1.1 Repository functions on well-
supported operating systems and other core 
infrastructural software.  

C1.2 Repository ensures that it has adequate 
hardware and software support for backup 
functionality sufficient for the repository’s 
services and for the data held, e.g., metadata 
associated with access controls, repository 
main content. 

   

C1.3 Repository manages the number and 
location of copies of all digital objects. 

   

C1.4 Repository has mechanisms in place to 
ensure any/multiple copies of digital objects 
are synchronized. 

   

C1.5 Repository has effective mechanisms 
to detect bit corruption or loss.  

   



Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: C. Technologies, Technical 

Infrastructure & Security 
Date  

Aspect: C1.  System Infrastructure 

Interviewee(s):  

 
Criterion Evidence (Documents) Examined Findings and Observations Result 

 

C1.6 Repository reports to its administration 
all incidents of data corruption or loss, and 
steps taken to repair/replace corrupt or lost 
data.  

   

C1.7 Repository has defined processes for 
storage media and/or hardware change (e.g., 
refreshing, migration). 

   

 C1.8 Repository has a documented change 
management process that identifies changes 
to critical processes that potentially affect 
the repository’s ability to comply with its 
mandatory responsibilities.. 

   

C1.9 Repository has a process for testing 
the effect of critical changes to the system. 

   

 C1.10 Repository has a process to react to 
the availability of new software security 
updates based on a risk-benefit assessment. 
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Trustworthy Repositories Audit & Certification: Criteria Checklist 

Organization:   Auditor:  Page  
Section: C. Technologies, Technical 

Infrastructure & Security 
Date  

Aspect: C.2 Appropriate technologies 

Interviewee(s):  

 
Criterion Evidence (Documents) Examined Findings and Observations Result 

 

C2.1 Repository has hardware technologies 
appropriate to the services it provides to its 
designated communities and has procedures 
in place to receive and monitor 
notifications, and evaluate when hardware 
technology changes are needed.  

   

C2.2 Repository has software technologies 
appropriate to the services it provides to its 
designated community(ies) and has 
procedures in place to receive and monitor 
notifications, and evaluate when software 
technology changes are needed.  
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Trustworthy

Organization:  
Section: 

Aspect: C.3 
Criterion 

 

  

C3.1 Repository maintains a systematic 
analysis of such factors as data, systems, 
personnel, physical plant, and security 
needs. 

   

C3.2 Repository has implemented controls 
to adequately address each of the defined 
security needs. 

   

C3.3 Repository staff have delineated roles, 
responsibilities, and authorizations related 
to implementing changes within the system. 

   

C3.4 Repository has suitable written 
disaster preparedness and recovery plan(s), 
including at least one off-site backup of all 
preserved information together with an off-
site copy of the recovery plan(s). 

 
 

  

 Auditor:  Page  
C. Technologies, Technical 
Infrastructure & Security 

Date  

Security 

Interviewee(s):  

 
Evidence (Documents) Examined Findings and Observations Result 
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	B12 Repository clearly specifies the information that needs to be associated with digital material at the time of its deposit ie, SIP: H-Net By-Laws (http://www.h-net.org/about/by-laws.php), Section 2.03 (d) (iv)
	B13 Repository has mechanisms to authenticate the source of all materials: H-Net By-Laws (http://www.h-net.org/about/by-laws.php), Section 2.03 (d) (i)
	B14 Repository’s ingest process verifies each submitted object ie, SIP for completeness and correctness as specified in B12: H-Net By-Laws (http://www.h-net.org/about/by-laws.php), Section 2.03; current preservation strategy document
	B15 Repository obtains sufficient physical control over the digital objects to preserve them Ingest: content acquisition: H-Net's Policy on Copyright and Intellectual Property (http://www.h-net.org/about/intellectualproperty.php); H-Net Constitution (http://www.h-net.org/about/constitution.php), Article VIII, Section 7; H-Net By-Laws (http://www.h-net.org/about/by-laws.php), Section 2.04+
	Text19: message content; header and log metadata; significant properties of attachments not identified
	Text20: Metadata in e-mail header.
	Text21: Messages go through list editors before being posted. Most lists require subscriptions before a user may post. (need to document)
	Text22: LISTSERV software validates message in terms of e-mail standards before it can be delivered. Once posted, a message is subject to vetting by both author and editor.
	Text23: Repository has physical control over the messages.
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	B  Digital Object Management_2: 
	Aspect_8: 
	B1  Ingest: acquisition of content_2: 
	Interviewees_8: Dennis Boone
	Date_8: 2/26/08
	Criterion_8: 
	Evidence Documents Examined_8: 
	Findings and Observations_8: 
	Result_8: 
	B16 Repository provides producerdepositor with appropriate responses at predefined points during the ingest processes: current preservation strategy document
	B17 Repository can demonstrate when preservation responsibility is formally accepted for the contents of the submitted data objects ie, SIPs: current preservation strategy document
	B18 Repository has contemporaneous records of actions and administration processes that are relevant to preservation: 
	Text24: The whole list receives the message at the same time it's posted to the notebook. No notification is sent when the messages are parsed by the BRS or when message metadata is added to the logbrowse cache.
	Text25: The whole list receives the message at the same time it's posted to the notebook. No notification is sent when the messages are parsed by the BRS or when message metadata is added to the logbrowse cache.
	Text26: Traces of administration actions in the system logs, but no detail as to which messages were handled. More detail e-mailed to systems administrator, but they are not retained.
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	Section_9: 
	B  Digital Object Management_3: 
	Aspect_9: 
	Interviewees_9: Dennis Boone
	Date_9: 2/26/08
	Criterion_9: 
	Evidence Documents Examined_9: 
	Findings and Observations_9: 
	Result_9: 
	B21 Repository has an identifiable, written definition for each AIP or class of information preserved by the repository: current preservation strategy document
	B22 Repository has a definition of each AIP or class that is adequate to fit long- term preservation needs: NA
	B23 Repository has a description of how AIPs are constructed from SIPs: current preservation strategy document
	B24 Repository can demonstrate that all submitted objects ie, SIPs are either accepted as whole or part of an eventual archival object ie, AIP, or otherwise disposed of in a recorded fashion: current preservation strategy document
	B25 Repository has and uses a naming convention that generates visible, persistent, unique identifiers for all archived objects ie, AIPs: current preservation strategy document
	Text27: notebook + cached metadata; attachments included with messages in notebooks
	Text28: Notebook file naming convention, plus offset in cached metadata to identify individual message
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	Section_10: 
	B  Digital Object Management_4: 
	Aspect_10: 
	Interviewees_10: Dennis Boone
	Date_10: 2/26/08
	Criterion_10: 
	Evidence Documents Examined_10: 
	Findings and Observations_10: 
	Result_10: 
	B26 If unique identifiers are associated with SIPs before ingest, the repository preserves the identifiers in a way that maintains a persistent association with the resultant archived object eg, AIP: NA
	B28 Repository recordsregisters Representation Information including formats ingested: current preservation strategy document
	B29 Repository acquires preservation metadata ie, PDI for its associated Content Information: current preservation strategy document
	B210 Repository has a documented process for testing understandability of the information content and bringing the information content up to the agreed level of understandability: H-Net Constitution (http://www.h-net.org/about/constitution.php), Article VIII Section 5; H-Net By-Laws (http://www.h-net.org/about/by-laws.php), Section 1.01
	Text29: NA
	Text30: message-ID header field in e-mail messages doesn't survive editing. Listserve doesn't write the field to the notebook. Irrelevant for later mapping.
	Text31: Format not currently included in metadata for messages; all messages in ASCII text format; attachments exceptions to this
	Text32: Fixity and Reference; Provenance and Context in terms of filename, subject, dpb (date) and from
	Text33: Implicit; no documented process
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	Section_11: 
	B  Digital Object Management_5: 
	Aspect_11: 
	Interviewees_11: Dennis Boone
	Date_11: 2/26/08
	Criterion_11: 
	Evidence Documents Examined_11: 
	Findings and Observations_11: 
	Result_11: 
	B211 Repository verifies each AIP for completeness and correctness at the point it is generated: current preservation strategy document
	B212 Repository provides an independent mechanism for audit of the integrity of the repository collectioncontent: current preservation strategy document
	B213 Repository has contemporaneous records of actions and administration processes that are relevant to preservation AIP creation: current preservation strategy document
	Text34: There does not seem to be any additional verification once the AIP has been generated from the SIP.
	Text35: Other items in B should support.
	Text36: Metadata cached and linked to digital objects
	Trustworthy Repositories Audit & Certification: Criteria Checklist_12: 
	Organization_12: MATRIX/H-Net
	Auditor_12: Lisa Schmidt
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	Section_12: 
	B  Digital Object Management_6: 
	Aspect_12: 
	B3 Preservation Planning: 
	Interviewees_12: 
	Date_12: 2/26/08
	Criterion_12: 
	Evidence Documents Examined_12: 
	Findings and Observations_12: 
	Result_12: 
	B31 Repository has documented preservation strategies: current preservation strategy document
	B32 Repository has mechanisms in place for monitoring and notification when Representation Information including formats approaches obsolescence or is no longer viable: current preservation strategy document
	B33 Repository has mechanisms to change its preservation plans as a result of its monitoring activities: 
	B34 Repository can provide evidence of the effectiveness of its preservation planning: 
	Text37: Not relevant for the long term, as messages are formatted in ASCII text. Attachments for the non-public lists will need to be kept in mind.
	Trustworthy Repositories Audit & Certification: Criteria Checklist_13: 
	Organization_13: MATRIX/H-Net
	Auditor_13: Lisa Schmidt
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	Section_13: 
	B  Digital Object Management_7: 
	Aspect_13: 
	Interviewees_13: 
	Date_13: 02/26/08
	Criterion_13: 
	Evidence Documents Examined_13: 
	Findings and Observations_13: 
	Result_13: 
	B41 Repository employs documented preservation strategies: current preservation strategy document
	B42 Repository implementsresponds to strategies for archival object ie, AIP storage and migration: current preservation strategy document
	B43 Repository preserves the Content Information of archival objects ie, AIPs: current preservation strategy document
	B44 Repository actively monitors integrity of archival objects ie, AIPs: current preservation strategy document
	B45 Repository has contemporaneous records of actions and administration processes that are relevant to preservation Archival Storage: current preservation strategy document
	Text38: H-Net policy is not to edit notebooks-- except in the very rare case of an unacceptable posting, and then an empty placeholder message is kept. List owners could delete notebooks, and login access to the LISTSERV server is limited, but there is potential for abuse.
	Text39: MD5 hashes are created for each message, but checksums are never performed. The hashes are kept in the cached metadata, apart from the messages themselves.
	Text40: 
	Trustworthy Repositories Audit & Certification: Criteria Checklist_14: 
	Organization_14: MATRIX/H-Net
	Auditor_14: Lisa Schmidt
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	Section_14: 
	B  Digital Object Management_8: 
	Aspect_14: 
	B5 Information Management: 
	Interviewees_14: 
	Date_14: 02/26/08
	Criterion_14: 
	Evidence Documents Examined_14: 
	Findings and Observations_14: 
	Result_14: 
	B51 Repository articulates minimum metadata requirements to enable the designated community to discover and identify material of interest: current preservation strategy document
	B52 Repository captures or creates minimum descriptive metadata and ensures that it is associated with the archived object ie, AIP: current preservation strategy document
	B53 Repository can demonstrate that referential integrity is created between all archived objects ie, AIPs and associated descriptive information: current preservation strategy document
	B54 Repository can demonstrate that referential integrity is maintained between all archived objects ie, AIPs and associated descriptive information: current preservation strategy document
	Trustworthy Repositories Audit & Certification: Criteria Checklist_15: 
	Organization_15: MATRIX/H-Net
	Auditor_15: Lisa Schmidt
	Page_15: 15
	Section_15: 
	B  Digital Object Management_9: 
	Aspect_15: 
	B6 Access Management: 
	Interviewees_15: Heather HawleyDennis Boone
	Date_15: 02/26/08
	Criterion_15: 
	Evidence Documents Examined_15: 
	Findings and Observations_15: 
	Result_15: 
	B61 Repository documents and communicates to its designated community what access and delivery options are available: H-Net Web Site (http://www.h-net.org/)
	B62 Repository has implemented a policy for recording all access actions includes requests, orders etc that meet the requirements of the repository and information producersdepositors: Current preservation strategy document
	B63 Repository ensures that agreements applicable to access conditions are adhered to: H-Net Web Site (http://www.h-net.org/); current preservation strategy document
	B64 Repository has documented and implemented access policies authorization rules, authentication requirements consistent with deposit agreements for stored objects: Current preservation strategy document
	B65 Repository access management system fully implements access policy: 
	Text41: Access requests are kept in a log file on the Apache web server for approximately one year.
	Text42: Anyone can access messages on most of of the public lists. Two public lists (H-Bahai and H-Grad) require subscription to access.  Private lists require subscriptions to view messages, though only some message logs are available online. Any subscriber can look at the archives using Listserve commands.
	Text43: Most public lists are available to all online, whether or not they are subscribers. Private lists only available to subscribers. They must log in to access archived messages online, and the list would have to recognize them as subscribers for them to access messages via commands. System administrators have access privileges
	Text44: 
	Trustworthy Repositories Audit & Certification: Criteria Checklist_16: 
	Organization_16: MATRIX/H-Net
	Auditor_16: Lisa Schmidt
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	Section_16: 
	B  Digital Object Management_10: 
	Aspect_16: 
	B6 Access Management_2: 
	Interviewees_16: Dennis Boone
	Date_16: 02/27/08
	Criterion_16: 
	Evidence Documents Examined_16: 
	Findings and Observations_16: 
	Result_16: 
	B66 Repository logs all access management failures, and staff review inappropriate “access denial” incidents: Current preservation strategy document
	B67 Repository can demonstrate that the process that generates the requested digital objects ie, DIP is completed in relation to the request: Current preservation strategy document
	B68 Repository can demonstrate that the process that generates the requested digital objects ie, DIP is correct in relation to the request: Current preservation strategy document
	B69 Repository demonstrates that all access requests result in a response of acceptance or rejection: Current preservation strategy document
	B610 Repository enables the dissemination of authentic copies of the original or objects traceable to originals: Current preservation strategy document
	Text45: Access requests are kept in a log file on the Apache web server for approximately one year.
	Text46: The process that generates requested messages can be successfully completed.
	Text47: All access requests result in some response: either the requested message or an error message.
	Text66: The process that generates requested messages usually results in the receipt of correct messages. Occasionally, an error message is encountered.
	Trustworthy Repositories Audit & Certification: Criteria Checklist_17: 
	Organization: Section: 
	Auditor_17: Lisa Schmidt
	Page_17: 17
	Aspect_17: 
	C1  System Infrastructure: 
	Interviewees_17: Dennis Boone
	Date_17: 02/27/08
	Date, Interviewees: 
	Criterion_17: 
	Evidence Documents Examined_17: 
	Findings and Observations_17: 
	Result_17: 
	C11 Repository functions on well- supported operating systems and other core infrastructural software: Current preservation strategy document
	C12 Repository ensures that it has adequate hardware and software support for backup functionality sufficient for the repository’s services and for the data held, eg, metadata associated with access controls, repository main content: Current preservation strategy document
	C13 Repository manages the number and location of copies of all digital objects: Current preservation strategy document
	C14 Repository has mechanisms in place to ensure anymultiple copies of digital objects are synchronized: NA
	C15 Repository has effective mechanisms to detect bit corruption or loss: No
	Text48: The H-Net servers run on Debian,  a popular and well-established distribution of Linux.
	Text49: MATRIX has warranty and support contracts for all of its backup hardware and software.
	Text50: There are plans to keep a log of of permanent backup copies of the MATRIX servers.
	Text51: No need for synchronization. New data is added to notebooks as they post, and full (not incremental) backups are performed every month.
	Text52: Most software and hardware issues caught by users. Service monitoring generates alerts about disk errors.
	Trustworthy Repositories Audit & Certification: Criteria Checklist_18: 
	Organization: Section_2: 
	Auditor_18: Lisa Schmidt
	Page_18: 18
	Aspect_18: 
	C1  System Infrastructure_2: 
	Interviewees_18: Dennis Boone
	Date_18: 02/28/08
	Date, Interviewees_2: 
	Criterion_18: 
	Evidence Documents Examined_18: 
	Findings and Observations_18: 
	Result_18: 
	C16 Repository reports to its administration all incidents of data corruption or loss, and steps taken to repairreplace corrupt or lost data: 
	C17 Repository has defined processes for storage media andor hardware change eg, refreshing, migration: Current preservation strategy document
	C18 Repository has a documented change management process that identifies changes to critical processes that potentially affect the repository’s ability to comply with its mandatory responsibilities: 
	C19 Repository has a process for testing the effect of critical changes to the system: 
	C110 Repository has a process to react to the availability of new software security updates based on a risk-benefit assessment: 
	Text53: Most software and hardware issues caught by users. Service monitoring generates alerts about disk errors.
	Text54: Storage media and hardware refreshed as needed.
	Text55: No documented change management system. 
	Text56: Informal testing of changes
	Text57: Informal monitoring for security updates, applied as they come up. Debian updates very reliable.
	Trustworthy Repositories Audit & Certification: Criteria Checklist_19: 
	Organization: Section_3: 
	Auditor_19: Lisa Schmidt
	Page_19: 19
	Aspect_19: 
	C2 Appropriate technologies: 
	Interviewees_19: Dennis Boone
	Date_19: 02/28/08
	Date, Interviewees_3: 
	Criterion_19: 
	Evidence Documents Examined_19: 
	Findings and Observations_19: 
	Result_19: 
	C21 Repository has hardware technologies appropriate to the services it provides to its designated communities and has procedures in place to receive and monitor notifications, and evaluate when hardware technology changes are needed: No formally documented process, but will probably start to be recorded on the MATRIX wiki.
	C22 Repository has software technologies appropriate to the services it provides to its designated communityies and has procedures in place to receive and monitor notifications, and evaluate when software technology changes are needed: No formally documented process, but will probably start to be recorded on the MATRIX wiki.
	Text58: New systems are installed with current hardware and software, and older systems get software updates when convenient or if new features are needed. Monitoring process for technology changes is informal, with information gathered from reading online and print sources, discussions with peers, etc. Changes made only with consensus of technical staff.
	Text59: New systems are installed with current hardware and software, and older systems get software updates when convenient or if new features are needed. Monitoring process for technology changes is informal, with information gathered from reading online and print sources, discussions with peers, etc. Changes made only with consensus of technical staff.
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	Repositories Audit & Certification: Criteria Checklist Trustworthy, Row 2: 
	C3 Security: 
	Interviewees_20: Dennis Boone
	Date_20: 02/28/08
	Date, Interviewees_4: 
	Evidence Documents Examined_20: 
	Findings and Observations_20: 
	Result_20: 
	C31 Repository maintains a systematic analysis of such factors as data, systems, personnel, physical plant, and security needs: No formally documented process, but will probably start to be recorded on the MATRIX wiki.
	C32 Repository has implemented controls to adequately address each of the defined security needs: Current preservation strategy document.
	C33 Repository staff have delineated roles, responsibilities, and authorizations related to implementing changes within the system: Current preservation strategy document
	C34 Repository has suitable written disaster preparedness and recovery plans, including at least one off-site backup of all preserved information together with an off- site copy of the recovery plans: Current preservation strategy document.
	Text60: Decisions made per consensus among technical staff.
	Text61: For security reasons, access to H-Grad and H-Bahai lists is limited to subscribers. Access to private lists is limited to subscribers.
	Text62: 
	Text63: 


